Web Security Challenges

World Wide Web Conference 2006

Thomas Roessler, W3C
tlr@w3.org



Overview

* Digression: XML Signature
Authentication, Usability, and the Web
Thomas Roessler, W3C

* Security Requirements for the Ubiquitous Web
Dave Raggett, W3C

* Access Control, P.I.
“harles McCathieNevite—O
Thomas Roessler, W3C



Digression: XML Signature

XML Signature is coming of age.
* XML Canonicalization (C14N) has known issues.

- xml:id - 00pS
- xml:base - oops(2)

— XML Core WG currently preparing C14N 1.1

* We're in listening mode about what the next
steps should be for XML Signature.



Web Authentication Today:
A padlock means “secure.”




This is a padlock.
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This is not a padlock.

m Secure Login

-aelect a Service- -

From a recent phishing attack. The attacker’s site was, like the original,
serving the form using plain HTTP.



A padlock means “secure.” Not.




Better don't click on the padlock,
or else...

|General| Form5| Link5| Media| Security |

Page Info

Web Site identity Verified

The web site secure,dexia-bil.lu supports authentication for the page you are viewing. The identity of this web site has been verified by VeriSign
Trust Metwork, a certificate autharity you trust for this purpose.

Wiew the security certificate that verifies this web site's identity.

Connection Encrypted: High-grade Encryption (RC4 128 bit)
The page you are viewing was encrypted befare being transmitted over the Internet.

Encryption makes it very difficult for unauthorized peaple to view information traveling between computers, It is therefore very unlikely that
anyone read this page as it traveled across the network,




Better don't click on the padlock,
or else...

Page Info =13

General| Fcrm5| Link5| Media| Security |

Web Site identity Verified

The web site secure,dexia-bil.lu supports authentication for the page you are viewing. The identity of this web site has been verified by VeriSign
Trust Metwork, a certificate autharity you trust for this purpose.

Web Site entity Verified

The web site secure.dexia-bil.lu supports authentication for the page you are viewing. The identity of this web site has been verified by VeriSign
Trust Metwark, a certificate autharity you trust for this purpose.

Wiew the security certificate that verifies this web site's identity.

Connection Encrypted: High-grade Encryption (RC4 128 bit)
The page you are viewing was encrypted befare being transmitted over the Internet.

Encryption makes it very difficult for unauthorized peaple to view information traveling between computers, It is therefore very unlikely that
anyone read this page as it traveled across the network,




Better don't click on “View”,
either

Certificate Viewer:"secure.dexia-bil.lu"

General | Details

This certificate has been verified for the following uses:

S5L Server Certificate

Issued To

Common Mame (M) secure.dexia- bil.lu

Drganization () DEXIA BANQUE INTERMNATIONALE A LUXEMEOURG SA
Crganizational Unit (OU)  Terms of use at www.verisign.com/rpa (c)00

Serial Mumber OD:51:B4:AF:22:99:99: 25 FDACGF:1F:40.74:EB: 18
Issued By

Common Name (CM) <Mot Part Of Certificate=

Organization (0] WeriSign Trust Metwork

Organizational Unit (OU)  VeriSign, Inc.

Validity

Issued On 20/10/05

Expires Cn 211007

Fingerprints

5HAL Fingerprint 59:15:98:85 6998 E8:536.36:FF:B0:06:CF 467 1. C3:.AE:E2:FO:59
MD5S Fingerprint ES:BF.EF:A2:A3:26:8F.DB:20:DB:E6:10:60:2E:95:41

Help Chase




A padlock means “secure.” Not.




But it gets worse...

Unable to verify the identity of people.w3.org as a trusted site.

Possible reasons for this error:

- Your browser does not recognize the Certificate Authority that issued the site's certificate.
- The site’s certificate is incomplete due to a server misconfiguration.

- You are connected to a site pretending to be people.w3.org, possibly to obtain your
confidential information.

Please notify the site's webmaster about this problem.

Before accepting this certificate, you should examine this site’s certificate carefully. Are you
willing to to accept this certificate for the purpose of identifying the web site people.w3.org?

‘Examine Certificate...:

() Accept this certificate permanenthy
(@) Accept this certificate temporarily for this session

() Do not accept this certificate and do not connect to this web site

ﬁ Help 8 Cancel | | o OK




“Examine”

General

Issued To

Common Mame (M)
Crganization (Q)
Crganizational Unit (23U}
Serial Mumber

Issued By

Commaon Mame (CN)
Crganization (0)
Crganizatianal Unit (L)
Validity

Issued On

Expires Cn

Fingerprints
5HAL Fingerprint
MD5S Fingerprint

Certificate Viewer: "people.w3.ong"

Could not verify this certificate because the issuer is unknown.

peaplew3.org

<Mot Part Of Certificate=
<Mot Part Of Certificate=
01.E5:Fa

CA Cert Signing Autharity
Root CA

http:/fwww.cacert.org

05/02/06
04/0806

FLAZ2:7D:F4:90:50:DE:06:F8:18:71:47:5E:96:53:BD:30:6 7. 7F:70
CD:5F:EF4AD:ED:BEC:0D:30:16:21:70:55:39: 2A:BB:E7

Help Chse




Or the user could go with the
default...

Unable to verify the identity of people.w3.org as a trusted site.

Possible reasons for this error:

- Your browser does not recognize the Certificate Authority that issued the site's certificate.
- The site’s certificate is incomplete due to a server misconfiguration.

- You are connected to a site pretending to be people.w3.org, possibly to obtain your
confidential information.

Please notify the site's webmaster about this problem.

Before accepting this certificate, you should examine this site’s certificate carefully. Are you
willing to to accept this certificate for the purpose of identifying the web site people.w3.org?

‘Examine Certificate...:

() Accept this certificate permanenthy
(@) Accept this certificate temporarily for this session

() Do not accept this certificate and do not connect to this web site

m Help 8 Cancel | | o OK




A padlock means “secure.” Not.




Can we do better

than this?

* The padlock doesn't make sense.

e X.509 certificates are technical gibberish.

* Current implementation doesn't even help

suspicious Users.
e Can we make Web aut

e 15/16 March: Worksho

- 41 position papers, 60
presentations

nentication more usable?
D in NYC

participants, 23

- banks, browser & security vendors, academics,

content providers



Workshop Results
Secure Chrome & Secure Metadata

* Show different stuff to users

- logos?

- “this is a bank site”? “verified by ***”?
* Show it safely

- The part of the user interface that displays
metadata must be protected from faking through
mark-up and scripting.

— Restrict browsers' abilities.
- Specific security mode?



Which one is the browser?

File | Edit View Go Bookmarks Tools Help

@ - [} - @ @ @ ‘D http: ffwww. webdirectory.com/

|5) Google |~} Bookmarklets |~} References
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PayPall

Welcome Send Money

Forgot your email address?
Forgot your password?

Email Address
Password Log In I

Member Log-In

eBay Sellers

Send money to anyone
with an email address
in 55 countries and
regions.

Free eBay tools make
selling easier.

PayPal works hard to
help protect sellers.
PayPal is free for
buyers. PayPal simplifies
shipping and tracking.
Shop without sharing
financial information. Earn cash back with
PayPal Preferred
100% protection Rewards.
against unauthorized

payments sent from

your account.

From: http://www.w3.0rg/2005/Security/usability-ws/presentations/37-google

Request Money

Sign Up | Log In | Help

Merchant Tools

Join PayPal Today
Mow Over
86.5 million accounts

Sign Up N

Merchants

Accept credit cards on

your website using
PayPal.

Compare our solutions
to merchant accounts
and gateways.

Low fees make PayPal
the affordable choice.

Learn why PayPal is
good for business.

Auction Tools

Learn more about
%’ PayFal Worldwide

works.

16 Ways to Promote
Your E-Business

Download your free
guide today

Enterprise Solutions

Learn more

What's New

PavFal acguires VeriSign
Pavment Services

PavPal teams up with
Yahoo! Merchant
Solutions

Buy or sell worldwide -
the safe and easy way

16 Wavys to Promote Your
F_Rusinecs




What can W3C do here?

* Enable browser vendors to restrict functionality
in a concerted way.

* Enable content providers to connect security
features to their brands.

* Specify data to be displayed.

- could be “please use the logoType extension”

- could be more complex than that - think content
labels



Forms and authentication

* HTTP authentication isn't used widely

Prompt

. i . Enter username and password for “W3C-Member” at http:/fwww.w3.0rg

Lser Mame;

roessler

Password:

TErEEEEEE

Use Password Manager to remember this password.

8 cancel | | o oK




Forms and authentication

* HTML forms, POST and Cookies are the state of
the art

RegionsMNet™ Login &
Legin 10 Password:

‘m Secure Login

RegionsNet Online Banking:

Learn More | Demo | Enroll
Agreement & Disclosune

Cther Online Services:;
_Select a Service- |




HTML Forms and
HTTP Authentication

* |f user agents could recognize that'an HTML
form is used for credentials....

- user agents could manage credentials, reliably

- user agents could give the current user interfaces

and combine them with H

P-level authentication

- user agents could trigger intelligent user interface
behaviour - this could be a hook for login rituals

* New tags v. microformats / annotations?



Where do we go from here?

* Next step: charter draft(s).

* Please join the discussion:
http://lists.w3.org/Archives/Public/public-usable-authentication/

* Nearby:

— |IETF is discussing possible future developments on
HTTP authentication

- Online Identity (dix, Infocard, OpenlD, ...)



