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How we got here



http://www.w3.org/

About W3C

• Founded by Tim Berners-Lee

•Based at MIT (Cambridge, MA), ERCIM (Sophia 
Antipolis, France), Keio University (Tokyo)

•World-wide membership of 319 organizations

•Develops standards for the Web in a vendor-
neutral, open, transparent process

• http://www.w3.org/Consortium/join

http://www.w3.org/Consortium/join
http://www.w3.org/Consortium/join


http://www.w3.org/2011/track-privacy/

Princeton, 28/29 April 2011



http://www.w3.org/2011/track-privacy/slides/Soltani.pdf

Web Tracking Is Here
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What’s a user supposed to think? 

Everything is fine! 

The internet is just like 
the friendly shopkeeper 

on your block. 
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YOU ARE IN SERIOUS 
DANGER. 

What they know can – 
and does – hurt you. 

I MARRIED A THIRD PARTY DATA AGGREGATOR 

http://www.w3.org/2011/track-privacy/slides/Evidon.pdf



Observations

• Users do hear “Do Not Track” as related to being tracked online...

• ...and many think it means they will not be tracked at all, including collection 

• Options to address the expectations gap:

- Build DNT to match expectations

- Create one definition of DNT and communicate it very clearly

- Create one definition and communicate exceptions 

- Allow multiple definitions and communicate them in novel ways
Suggestion: HTTP header response

- Put details into privacy policies and help files

Ease of 
Use

Ease of 
Adoption

! 6 !Tracking Expectations
http://www.w3.org/2011/track-privacy/slides/Aleecia.pdf
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And let’s not forget about mobile and Native apps 

BASE: Total Qualified Smartphone Users (n=1000) 
Q1040 Are you aware that advertisers are tracking your mobile activities and delivering ads targeted to you based on your behavior? 
Q1045  How do you feel about being tracked by advertisers on your mobile phone? 
Q1050  Are you interested in being able to opt in or out of targeted mobile ads? 

Aware 
68% 

Not aware 
32% 

Are you aware that advertisers are tracking 
your mobile activities and delivering ads 
targeted to you based on your behavior? 

2% 

74% 

22% 

1% 

0% 

25% 

50% 

75% 
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I like advertiser 
tracking 

I neither like nor 
dislike being 
tracked 

I do not like to be 
tracked 

Not important at 
all 

Feelings About Advertiser Tracking 

Yes 
85% 

Not sure 
10% 

No 
5% 

Are you interested in being able to opt in or 
out of targeted mobile ads? 

http://www.w3.org/2011/track-privacy/slides/truste.pdf

Tracking Expectations



Firefox 6.0b5

Mozilla: HTTP header



Safari 5.1

Apple: “Develop”



http://ie.microsoft.com/testdrive/Browser/TrackingProtectionLists/

MS: Tracking Protection Lists



http://www.w3.org/Submission/2011/SUBM-web-tracking-protection-20110224/

MS: Member Submission



Server Side Responses 
Publishers/Sites 
• Select ad networks that honor  

DNT header 
• Optionally reduce on-site 

tracking with presence of 
header 

• Update privacy messaging  
and privacy policies 

• Consider other server-side 
innovations / responses 

Ad/Data Companies 
•  Treat presence of header like 

opt-out cookie 
•  Leverage respect for privacy  

as advantage to publishers 
•  Further demonstrate 

commitment to self-regulation 
and user choice and control  
by integrating with enhanced 
notification program 
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http://www.w3.org/2011/track-privacy/slides/Mozilla-thu.pdf

Service providers.



© 2011 Adobe Systems Incorporated.  All Rights Reserved. 

Scope of Do Not Track
MeMe Jacobs Rasmussen – VP, Chief Privacy Officer

1 http://www.w3.org/2011/track-privacy/slides/Adobe.pdf

What does it mean?
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WHAT DOES TRACKING MEAN? 

Fundamentally, this is a policy problem 
–  Informed by an analysis of technology, a constantly 

moving target 
 
Multiple requirements  

–  Privacy rights and expectations of internet users 
•  Balanced by property/security requirements of website 

operators. 
–  Jurisdiction issues 
–  Security/Fraud controls are needed to protect 

privacy online 
User Expectations Vary 

–  Capturing intent/belief, especially implicit 
expectations, is hard 
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http://www.w3.org/2011/track-privacy/slides/Paypal.pdf

Security and Fraud Controls
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http://www.w3.org/2011/track-privacy/slides/Hoofnagle.pdf

Scope limitations



Desired Properties of Tracking Controls


  Simple


  Universal


  Comprehensive


  Inclusive


  Effective


  Seamless


  Persistent


  Interoperable


http://www.w3.org/2011/track-privacy/slides/Morris.pdf

Requirements
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As currently conceived, DNT 
does not facilitate a transparent, 

two-way dialog 
Between the Consumer 

and the Publisher  

http://www.w3.org/2011/track-privacy/slides/Bluekai.pdf

Business Interests



The Goal of Do-Not-Track should be to Provide Meaningful Choices

The Do-Not-Track header succeeds because it: 

i i i l h h h i l bl ki l i• is a communication tool rather than a technical blocking solution

• balances the interests of consumers and the needs of businesses

• is technically simple

• enables technologies to respond in a manner that maintains the desired 
consumer experience 

• will encourage marketplace innovation in consumer choice
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http://www.w3.org/2011/track-privacy/slides/Datran.pdf

Business Interests



photo; Wendy Seltzer

Regulatory Concerns
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http://www.w3.org/2011/track-privacy/slides/Patrick.pdf

across jurisdictions



web trackers are breaking the law* 

http://www.w3.org/2011/track-privacy/slides/Patrick.pdf

* third parties, Canadian law
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http://www.w3.org/2011/track-privacy/slides/Felten.pdf

FTC criteria for do not track



http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:337:0011:0036:En:PDF

Article 5(3)



http://www.w3.org/QA/2011/06/do_not_track_the_regulators_ch.html

June 16/17, Brussels



http://www.w3.org/2011/tracking-protection/charter.html

Approved, kicking off



http://www.w3.org/2011/tracking-protection/charter.html

Deliverables

• Tracking Preference Expression (Do Not Track), 
Recommendation.
This specification defines the technical mechanisms for expressing a Do Not Track 
preference, for example as an HTTP header or a DOM property. It may include mechanisms 
for sites to signal whether and how they honor this preference.

• Tracking Preference Expression Definitions and Compliance, 
Recommendation.
This specification defines the meaning of a Do Not Track preference and sets out practices 
for Web sites to comply with this preference.

• Tracking Selection Lists, Recommendation.
This specification defines a format for interchangeable lists for blocking or allowing Web 
tracking elements and expected user agent interpretation of this format.



http://www.flickr.com/photos/seeminglee/3791607622/sizes/l/in/photostream/

9/21-22, Cambridge, MA, US


