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The Web Was Not Designeo
for Payments

2 Source: marketo.com


http://blog.marketo.com/2013/12/how-to-send-perfectly-time-abandoned-cart-emails.html

Young People Preter
Mobile Commerce

Online shopping popular across age
groups, although Americans under 50
especially likely to buy using cellphones
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Those under 50 especially likely to use
cellphones to help make purchasing
decisions

% of U.S. adults in each age group who ever use
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Poor Experience =>
Abandonment

Poor Mobile Experience Leads
to $24bn Loss for US Retailers



http://www.capitalnumbers.com/blog/poor-mobile-experience-leads-to-24bn-loss-for-us-retailers/

Poor Security =>
|_ost Loyalty; Higher Costs

1.47%
Cost of Fraud as T
a % of Revenues
Keeps Going Up

0.68%
0.51%

Weighted merchantdata
Q: What is the approximate dollar value
of your company’s total fraud losses over
the past 12 months? Fraud losses as a
percent of total annual revenue. 2013 2014 2015 2016
Fraud Costs as a Percentage of Annual
Revenues All Merchants

Source: Lexis Nexis



https://www.lexisnexis.com/risk/downloads/assets/true-cost-fraud-2016.pdf
https://www.lexisnexis.com/risk/downloads/assets/true-cost-fraud-2016.pdf

Now Is the [ime to Improve
Payments on the Web

“We are long overdue for a =
payments user interface ( p-
for the Web.” ng

Tim Berners-Lee, W3C Director
What if ‘One Click’ Buying Were
Internetwide?

New York Times, 25 September 2016



http://www.nytimes.com/2016/09/26/business/dealbook/what-if-one-click-buying-were-internetwide.html
http://www.nytimes.com/2016/09/26/business/dealbook/what-if-one-click-buying-were-internetwide.html
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The World Wide Web Consortium (W3C) is an international
community that develops open standards to ensure the
long-term growth of the Web.



What Streamlined Checkout
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http://merchandisingmatters.com

-xample (pay.qgov

Bighorn Canyon NRA Annual Pass

Before You Begin 1 Complete Agency Form 2 Enter Payment Info 3 Review & Submit 4 Confirmation

Paying online with Pay.gov is safe, secure, and the preferred method to make a payment. To make a
payment using one of the below accepted payment methods, please click the Continue to the Form button.

Accepted Payment Methods:

» Bank account (ACH)
» Amazon account

» Dwolla account

» PayPal account

» Debit or credit card

Preview Form Cancel Continue to the Form

This is a secure service provided by United States Department of the Treasury. The information you will enter will
remain private. Please review our privacy policy for more information.



http://pay.gov

Selection of payment method

Bighorn Canyon NRA Annual Pass

Before You Begin 1 Complete Agency Form Enter Payment Info 3 Review & Submit 4 Confirmation

Payment Information
Payment Amount: $30.00
* | want to pay with my:

Bank account (ACH)
Amazon account
Dwolla account
PayPal account
Debit or credit card

=s Caa —>
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Card Payment

Bighorn Canyon NRA Annual Pass

Before You Begin 1 Complete Agency Form Enter Payment Info 3 Review & Submit 4 Confirmation

Please provide the payment information below. Required fields are marked with an * .

* Payment Amount:
$30.00

* Cardholder Name

lan Jacobs

* Cardholder Billing Address:
1600 Pennsylvania Ave NW

...more data required...
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ACH Payment

* Select Account Type

|

Select Account Type
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* Routing Number

Routing Number

* Account Number

A

Account Number

* Confirm Account Number

Confirm Account Number

...more data required...
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Choose passes

Buy

Total: USD S30
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Choose app and pay

Make a payment to pay.gov

Pay.gov

Order summary
1 Annual Pass for Bighorn Natl Rec Area USD S30

Browser
Interface
Shipping Contact
Name, 1600 Pennsylvania Ave, ... me@example.com
Pay with

Card ***4231

PayPal b 4

Pay



mailto:me@example.com
http://pay.gov

What it Actually Looks Like

P o4 B 312

- Men's Tech Shell Full-Zip - SHOP X
web-payments-sample.firebaseapp.com

Order summary
Total USD $60.20

Shipping address

Eiji Kitamura

Google, 1600 Amphitheatre Parkway, Mountain View,
California 94043, United States

0363849000

Shipping option
Standard shipping in the US
$10.00

Payment
Android Pay

ipay

PaymentRequest Contact Info Sample
googlechrome.github.io

&

Order summary

Donation USD $55.00
Original donation amount $65.00
Friends and family discount -$10.00
Payment
Visa ++++4242 VisA
Eiji Kitamura

Contact info
Eiji Kitamura
1111-1111
= wm b e w @gmail.com

You can manage cards and addresses in Settings.

CANCEL PAY

I
Google

PaymentDemo View details

https://samsunginter.net/exampl...

Order summary v
Test payment GBP £1.00
Payment N
NP J Tester sa

CANCEL PAY

Microsoft Wallet

Pay with

Ship to

Shipping options

Email receipt to

Confirm and pay

www.webstoreurl.com

John Smith «« 5567

John Smith
13311 NE 100th St, #100
Seattle, WA 98100

Standard - FREE 5-6 Business days

Jjohnsmith@outlook.com

Total (USD) Show details

Pay

== Microsoft
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Checkout Cancel

Fashion Show - $99.99 + tax
E-ticket to exclusive fashion show
Sold by Peter's Appare

Subtotal

Total

Payment Method

Visa «0103

Contact Emai
peter78@gmail.com

ng 'Pay u jree to
: terms and policies

Pay

facebook.




Benefits

Simple,
Globally Consistent
UX Accelerates
Response

Less Typing
User Saves Time,
Reduces Errors

Display of Matches
Reduces
Complexity

Facilitates
Simplifies Creation Lowers Cost of Integration of
Merchant and Maintenance Cross-Device Payment Methods

of Streamlined UX Interoperability (Security, User
Preferences)

Customer

Conversions S Increased Security

17



How Streamlined Checkout
Works

18


http://surfingaustralia.com

Payment Methods v.
Payment Apps

- Payment methods are data
- Examples: card payments, *Pay, credit transfer, alternative payment methods
- Merchants declare which they accept
- Payment apps are software
* Payment apps implement payment methods
- Benefits of decoupling data and software
- Simplify technical integration for merchants

* |ncrease user choice (of software)

19



Browser Matches on
Payment Methods

Pay with

20



Payment Methods

 Anyone may define one; many will be proprietary

e |dentified by Payment Method Identifiers E

 W3C is working on three currently:

* Basic Card Payment |E

* Tokenized Card Payment E

* Basic Credit Transfer Payment |=

21


https://w3c.github.io/webpayments-method-identifiers/
https://w3c.github.io/webpayments-methods-card/
https://w3c.github.io/webpayments/proposals/tokenized_cards.html
http://w3c.github.io/webpayments-methods-credit-transfer-direct-debit/

3 Kinds of Payment Apps

Native Payment
App

"t

Platform-Specific API

(NOT developed by W3C)

User Agent
(Browser)

Payment
Mediator

Implementation of Payment
Request API

Embedded
Payment App

Implementation of
Basic Card Payment
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W3C’s Payment Handler API

AL

Web Payment

App
(e.g.,




Summary of Roles

Web Payment

Merchant Browser

App

PAYMENT REQUEST API PAYMENT HANDLER API

 Browsers implement Payment Request API

 Merchants call Payment Request API from checkout page
« Payment Apps add support for payment methods

» Users register payment apps

23


https://w3c.github.io/browser-payment-api/
https://w3c.github.io/browser-payment-api/
https://w3c.github.io/webpayments-payment-handler/

Transaction Flow
Payee (or their PSP) User Agent

éProvide checkout page

. - Click buy button -

ECaII Payment Request AP .

Show matchEng payment apps’f

<Select a payment app

> . PP
. + Communication :
:< User mteracnon’: . with server

éLaunch selected péyment app

> .

- Response data after user interaction -
. < . »

Response data:

24



Perspectives on Scope

Gateway Acquirer Issuer
Merchant g s Browser MY \Web Payment
App
W3C

 W3C'’s Payment APIs (only) address user experience and data exchange.

* The merchant (or gateway) still needs to manage received data (PAN, token, etc.);
we are seeking alignment of our terminology with ISO 20022, SEPA, and others.

 Payments APIs do not address payment processing and do not affect scheme rules.

 Payment apps responsible for user relationship with user’'s payment service provider.

o Other W3C technologies improve Web application security, user authentication,
privacy protection.

25



Who's Involved
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Specification Status

 Mature but not finished

 Payment Request API

« Payment Method |dentifiers

e Basic Card Payment

o Early Stages

« Payment Handler API

e Basic Credit Transfer Payment

 Tokenized Card Payment

« Payment Method Manifest

27

Payment Request API

This version:
https://w3c.github.io/browser-payment-api/

Latest published version:
https://www.w3.0rg/TR/payment-request/

Latest editor's draft:
https://w3c.github.io/browser-payment-api/

Editors:
Adrian Bateman, Microsoft Corporation
Zach Koch, Google
Roy McEImurry, Facebook
Domenic Denicola, Google
Marcos Caceres, Mozilla

Version control:
Github Repository
Issues

Abstract

This specification standardizes an API to allow merchants (i.e
lize one or more payment methods with minimal integration. L
flow between merchant and user.



https://w3c.github.io/browser-payment-api/
http://w3c.github.io/webpayments-method-identifiers/
https://w3c.github.io/webpayments-methods-card/
https://w3c.github.io/webpayments-payment-handler/
http://w3c.github.io/webpayments-methods-credit-transfer-direct-debit/
https://w3c.github.io/webpayments/proposals/tokenized_cards.html
https://w3c.github.io/webpayments/proposals/Payment-Manifest-Proposal.html

Implementation Status

 Payment Request API

function validateResponse(response) {

* Known to be implementing: }

Google, Microsoft, Mozilla, Samsung, Facebook, Opera
async function doPaymentRequest() {

const payment = new PaymentRequest(methodDatz

* Mostly mobile implementations today; desktop and others to follow payment.addEventListener("shippingaddresschar
. : : 3
» Early adopter sites experimenting let paymentResponse;
try {
- Developer guides are appearing paymentResponse = await payment.show();

e Payment Apps

validateResponse(paymentResponse);
paymentResponse.complete("success");

* Known to be experimenting: } catch (err) {
Alipay, Samsung, Google, Amex, Facebook, Worldpay, Stripe, Klarna, console.error("Uh oh, bad payment response!
Gemalto Opera and others paymentResponse.complete("fail");
) ) }
}
« Some support for proprietary payment apps in 2017 doPaymentRequest();

(e.g., Chrome)

* Support for Web-based payment apps to follow

28


https://github.com/w3c/payment-request-info/wiki/DeveloperGuides

Related Activities at W3C

(standards track, incubation)

Security Commerce Backend  Devices  Verticals

Devices and
Sensors

Strong
Authentication

Interledger
Payments

Digital Ofters

Automotive

Web NFC, Internet of
Bluetooth Things

App Security Digital Receipts Blockchain

v/

Crypto Paid Content Virtual Reality S
2 Hardware- i
Veritiable Even more W3C Working Groups and Based Secure Digital

Claims Community Groups... Publishing

Services
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https://www.w3.org/Consortium/activities
https://www.w3.org/community/groups/

Thank you!

* These slides:
http://www.w3.0rg/2017/Talks/ij transactions 201704/w3c.pdf

* Web Payments Working Group

* FAQ

e Reqgulatory Perspective

e Contact: lan Jacobs <ijj@w3.org>
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http://www.w3.org/2017/Talks/ij_ecb_20170301/w3c.pdf
http://www.w3.org/Payments/WG/
https://github.com/w3c/payment-request-info/wiki/FAQ
https://www.w3.org/Payments/IG/wiki/RegulatoryLandscape/FlowAnalysis
mailto:ij@w3.org

