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B WebRTC

Capabilities: Capability Negotiation (SDP)
Media capture NAT traverse (TURN/STUN)
Adaptive encoding (VP8, VP9, H264) Network QoS (NACK, FEC, TCC, GCC) WebRTC
Media Processing (AEC AGC ANC) Encryption (DTLS)
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Web Browser
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Web Browser

Screen HP‘AU&ON ideo Encoded . Packets Jitter Buffer Packdts
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Specification:

WebRTC 1.0: Real-Time Communication Between Browsers

Media Capture and Streams
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https://www.w3.org/TR/webrtc/
https://www.w3.org/TR/mediacapture-streams

» WebRTC In Browser
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¥ WebRTC based System

o — — — — — — — — —— — — — — — — — — — — — — —
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| : : 0S | media data to support online gaming and metaverse
: @ _: I o : Enhanced media processing algorithms (Al based 3A,
G /=y - -, —— )

: S Edgesener| | WM image enhancement, etc.)

1 | ~— s
| N . Alpha channel transportin
: i : I/ Web Client \I P P 9

| __L

I —————— - O I
| = s ¢ |
. Tl g !
| WebRTC Gateway | | :
\\ __________________ / N -

= agora



¥ WebRTC NV based Solutions
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Raw Data to Web Worker

CPU usage of JS main thread

Virtual Background

Congratulations! You can invite others join this channel by click here

JS event listeners

X

AppID Token(optional) Channel Camera
| |t token | [demo | [Logitech Webcam C930e (0464:0843) v|
If you don't know what is your appid, If you don't know what is your token, If you don’t know what is your channel,
checkout this checkout this aclautth

€ Deviools = O X
Publish Background blurring JlIEeIMiig Set backg [ Nsl| Elements  Console  Sources  Performance monitor X > 181 €

v CPU usage 0.6% ii i
‘\“/ N v IS heap size

v DOM Nodes 780

localVideo(735804053)

el by click here X

bnal) Channel Camera

| [demo | [Logitech Webcam C930e (046¢:0843) v

Documents

Document Frames
5.0 M8
Layouts / sec

W what is your token, If you don’t know what is your channel,

Set background color =Sl Elements  Console  Sources  Performance monitor X > a1|| &

v CPU usage 24.1%

Style recalcs / sec DOM Nod

-

400

Insertable Media Processing + Web Worker

Agora Virtual Background online Demo

v IS heap size
¥ DOM Nodes 905

JS event listeners

Documents

Document Frames

Layouts / sec

Style recalcs / sec

Processing in main thread

= agora


https://webdemo.agora.io/virtual-background-demo/

Raw Data to Web Worker

In general, media data should be processed in Web Worker to enhance performance of JS man thread.

postMessage() with ArrayBuffer performance

ms Passing ArrayBuffer with postMessage()

35 33.69

30.22

100 200 400 800 1600 3200 6400KB

—e—Chrome =e—Firefox

payload depth

postMessage performance data from Surma

macbook-chrome

payload breadth

10MiB

1MiB

100KiB

10KiB

1KiB

1008

108

serialized payload size
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https://surma.dev/things/is-postmessage-slow/

» Raw Data to Web Worker

Passing raw data to worker with transferable objects.

MediaStreamTrack Insertable Media Processing using Streams

postMessage()
I 4 )
i Web Worker
const transformer = new TransformStream({ @ MediastreamTrack >[ Y R@ade!b/
async transform(videoFrame, controller) { {4 eSfrpam

let bluredFrame = blurBackground(videoFrame); [
videoFrame.close();
controller.enqueue(bluredFrame); | [ TransformStream ]
|
|

}
})s
readableStream.pipeThrough(transformer) Processed WA
.pipeTo(writableStream); l MediaStreamTrack l MediaStreamTrackGenerator | | )
|
mediacapture-extensions (Mozila Draft) [Exposed=(Window,Worker), Transferable]
partial interface MediaStreamTrack {
};
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B Known Issues

MediaStreamTrackGenerator h264 HW encoding compatibility issue

[bytesSent_in_bits/s] headerBytesSent [headerBytesSent_in_bits/s] retransmittedBytesSent [retransmittedBytesSent_in_bits/s]
600 k. 100 10 5k 8k
s 6k
8 3k
i o A A same h264 HW encoding issue as MediaStreamTrack
5:00 19:06:00 19:07:00 19:08:00 19.09:00 ” 5:00 19:06:00 19:07:00 19:08:00 19:09:00 5:00 19:06:00 19:07:00 19:08:00 19:09:00 ; 5:00 19.06:00 19:07:00 19.08.00 19:09.00 o 5:00 19:06:00 19:07:00 19:08:00 19:09:00 = f H T M L M d . E I t t St f t
framesEncoded . [framesEncoded/s] s keyFramesEncoded totalEncodeTime [totalEncodeTime/framesEncoded_in_ms] rom ediatiemen .Cap ure ream() or from remote.
15k 2 a 20
I 3 g Related chromium issues:
0 2
05k s 5 ’
00k 0 0 0 0
5:00 19:06:00 19:07:00 19:08:00 19:09.00 5:00 19:06:00 19:07:00 19:08:00 19:09:00 5:00 19:06:00 19:07:00 19:08:00 19:09:00 5:00 19:06.00 19:07:00 19:08:00 19:09:00 5:00 19:06:00 19:07:00 19.08.00 19:09:00
totalEncodedBytesTarget [totalEncodedBytesTarget_in_bits/s] frameWidth frameHeight framesPerSecond . . .
s = 0 Issue 1156408: If the stream obtained via
- - HTMLVideoElement.captureStream() is sent on
100 b . .
peer connection, it does not send any actual data.
0 o 0
5:00 19.08:00 19:07:00 19:08:00 19:00:00 5:00 19:06:00 19:07:00 19:08:00 19:00:00 5:00 19:08:00 19:07:00 19:08:00 19:00:00 500 19:06:00 19:07:00 19:08:00 19:09:00 5:00 19:06:00 19:07:00 19:08.00 19:09:00
framesSent [framesSent/s] hugeFramesSent totalPacketSendDelay [totalPacketSendDelay/packetsSent_in_ms]
15k 20 1T 1 O 500 200
o oB L
10k 06
i % = Issue 1132965: MediaStream when forwarded
02 100
5:00 19:08:00 19:07:00 19:08:00 19:00:00 " ¥5:00 19:06:00 19:07:00 19:08:00 19:09:00 . 5.00 19:06:00 19:07:00 19:08:00 19:09:00 AR 5:00 19:06:00 19:07:00 19:08:00 19:09:00 . 5:00 19:06:00 19:07:00 19:08.00 19:09:00 2 through WebRTC Stops Sending frames, tainted?
qualityLimitationResolutionChanges firCount pliCount e nackCount gpSum e
10 2 20k
5.00 19:06.00 19:07:00 19:08:00 19:09:00 5:00 19:08:00 19:07:00 19:08:00 19:00:00 500 19:06:00 19:07:00 19.08.00 19:00:00 “ 5:00 19.06.00 19:07:00 19:08:00 19:09:00 . 500 19.06:00 19:07:00 19.08:00 19:09:00 o
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https://bugs.chromium.org/p/chromium/issues/detail?id=1156408
https://bugs.chromium.org/p/chromium/issues/detail?id=1132965

WebCodecs Issues

48bit image is not supported by WebCodecs

IDL

interface VideoFrame {

constructor(CanvasImageSource image, optional VideoFramelInit init = {});

Fail Case

const image = new Image();

image.src = './48bit.png’;

image.onload = () => {
// Uncaught (in promise) DOMException: Failed to construct
// 'VideoFrame': Failed to create video frame
const videoFrame = new VideoFrame(image, 90);
videoFrame.copyTo(destination);

typedef (HTMLOrSVGImageElement or
HTMLVideoElement or
HTMLCanvasElement or
ImageBitmap or
OffscreenCanvas or
VideoFrame) CanvasImageSource;
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WebCodecs Issues

Incorrect color space in VideoFrame local renderer

@ VideoFrame x 4+

< c

® 127.0.0.1:5500/index.html
® d

Page Filesystem »

Elements

O Group files by
Authored/Deployed

Send feedback

Learn More

¥ 3 top
v 127.0.0.1:5500
. index.html

Console Sources Network Performance Memory Application Security Lighthouse Recorder & »
i[9 indexhtml x ol
1 <html> -

2 <head»<title»VideoFrame</title></head>
3 <body>

4 <videc id="wideo" width="2@" height="20" style="width:20@; height:200;"></video>
5 <button id="button">start</button>

6 <script>
7
8

const frameBuffer = new Uint8Array(28 * 20 * 4);

for (let 1 = @; i < 408; i++) {
9 frameBuffer[i * 4] = @; /R
18 frameBuffer[i * 4 + 1] = 8; /G
11 frameBuffer[i * 4 + 2] = 255; // B
12 frameBuffer[i * 4 + 3] = 255; 1A
13 }
14
15 const video = document.getElementById( video');
16
17 const track = new MediaStreamTrackGenerator({kind: ‘video'});
13 const writer = track.writable.getWriter();
19 video.srcObject = new MediaStream([track]);
20
21 const step = ()=»{
22 const newFrame = new VideoFrame(frameBuffer, {
23 format: 'RGBA',
24 codedWidth: 2@,
25 codedHeight: 28,
26 timestamp: performance.now()
27 1
23 writer.write{newFrame);
29
38 requestAnimationFrame(step);
31 1
32 requestinimationFrame(step);
33
34 document.getElementByld( button’).onclick = ()=>{
35 video.play()
36 i
37
38 </script»
4 13

{} Line 12, Column 50 Coverage: n/a

v = O X

* & » O :

o1 B | £ : X

" v O
» Watch

¥ Breakpoints
No breakpoints

¥ Scope

Not paused
¥ Call Stack

Not paused
» XHR/fetch Breakpoints
» DOM Breakpoints
» Global Listeners
» Event Listener Breakpoints

» CSP Violation Breakpoints
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¥ WebCodecs Issues

Incorrect color space in VideoFrame local renderer

Incorrect color space in local player

let frameBuffer = new Uint8Array(width * height * 4); IocalViea(34613215)

let transformer = new TransformStream({
async transform(videoFrame, controller) {
gl.texImage2D(gl.TEXTURE_2D, O, gl.RGBA, width, height,
0, gl.RGBA, gl.UNSIGNED_BYTE, videoFrame);
gl.bindFramebuffer(gl.FRAMEBUFFER, null);
gl.drawArrays(gl.TRIANGLES, 0, 6);

gl.readPixels(@, 0, width, height, gl.RGBA, gl.UNSIGNED BYTE, frameBuffer);

const newFrame = new VideoFrame(frameBuffer, {
format: 'RGBA',

codedWidth: width, Correct color space in receiver side player
codedHeight: h91ght, @ Basic Video Call - Agora ® X
timestamp: videoFrame.timestamp c -

}) .; remoteUser(94613215)

videoFrame.close();

controller.enqueue(newFrame); '

}
})

readableStream.pipeThrough(transformer).pipeTo(trackGenerator.writableStream);

playerElem.srcObject = trackGenerator;
playerElem.player();
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® WebTransport

WebTransport over HTTP/3 support for multiple streams,
unidirectional streams, out-of-order delivery, and reliable

as well as unreliable transport.

HTTP semantics  asw

Prioritization

Header compression -
(HPACK) Prioritization

HITTR/2

Server push

Stream flow control

Stream multiplexing

Authentication Key negotiation

TLS  wwv

Session resumption / 0-RIT

Enaryption/decryption

Congestion Connection
control TC P fow control
Reliability Packetization
Connection orfented

Port numbers

Header compression

(0PACK)
HTTP/3

Server push

Stream flow control Stream multiplexing

Authentication  Key negotiation

TLS .

Encryption/decryption
Framing Retry mechanism  Versioning

Connection migration

Connection
flow control

Congestion

control Q U I C

Reliability Packetization

Connection oriented

UDP

Port numbers

IPv4 /1Pv6

client server

1

TLS 1.2
HTTP/2
(a)
client server
1
2

=========!k

—
with
O0-RTT

TLS 1.3
HTTP/2

(e)

client server client server

1 1>
P 2. T
3>

QuIC
TLS 1.3 TLS 1.3
HTTP/2 HTTP/3
(b) (c)
client server

: § Session resumption
% and O-RTT data

are TLS features

Which can be used with
with Both and QUIC
O-RTT
QUIC To send an HTTP request

TLS 1.3 during the handshake
HTTP/3

(f)
P aqora



¥ WebRTC-wasm

Port WebRTC to WebAssembly

WebRTC

[ VCM / ADM ]

[ Codecs [ Threading ] [ ;2225;{ ]

t t t t

v | | |

MediaCapture ] ‘ ‘ {
s

Lnsertable Stream

JS API

WebTransport /
1 Web Codecs Web Worker DataChannel

Camera

‘ IPackets
@ MediaDevice '
' 2 T
Mic Inter

s s e e e e e e — — — — — — — — — — — — — — —
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¥ WebRTC-wasm

webrtc wasm - Google Chrome

@ webrtc wasm

< C @ localhost/webrtc-wasm/ > % H 4 & 2

[® [] Elements Console Sources Network Performance  Memory  Application  Security Lighthouse ETRIL_ RO - TS

Server
127.001 Page Filesystem »
8012  Peer Name: v [ top -
2 Connect v localhost

[[s] 0Oy async_udp_socket.cc x [§ conductor.cc Functional 0y wasm_webrtc js » (LT S S ve O

return STATE_BOUND;
}

VCM initialization

+[@ Local -

rtc::SocketAddress

» [l webrtcwasm 97 int AsyncUDPSocket::GetOption(Socket::Option opt, int* value) {
webrtc wasm - Google Chrome 98 return socket_->GetOption(opt, value); e -1n
B (index) } v Parameter
@ webrtc wasm x mainjs > i rte::Socket *
. . 101 int AsyncUDPSocket::SetOption(Socket::Option opt, int value) { bthici rtc:AsyncUDPSocket *
% Wasm_webrtcjs 102 return socket ->SetOption{opt, value :
< C @ localhost/webrtc-wasm,/ > % B 4 R & (Update wasm_webrte.wasm } v Call Stack
. 85| ir . # rtezAsyncUDPSocket:OnReadEvent(rtc:Socket*)
[ ] | Elements Console Sources Network Performance Memory  Application  Security Lighthouse s B x [FOfiled 165 int AsyncUDPSocket::GetError() const { i (a et ) e
Server - of! wasm_webrtcworker]s 186 return socket_->GetError(): 2sync_udp_socket.cc:
127001 Page Filesystem Overrides > [{ [Cjscoped_refptrh [ vem_capturerce x [ video_capture_wasm.cc > (LS SN SRC TR 7 ] ¢ wasm webrtc workerjs } void sigslotz_opaque_connectionzemitter<rtczAsync...
. > di i o N N - i ' P - sigslot.h:342
so12 | Peer Name: W audio_processing namespace webric { v Call Stack e R 109 void Asyr\nuuisucke;. ‘gelError( int error) {
» W congestion_controller namespace test { P . ; ) 110| return socket_->SetError(error); void sigslot::_opaque_connection:emite<rtc:Socket*...
2 Connect B incloch » webrtcitest:VemCapturerinit(unsigned long, unsig... wasm_webrtc.workerjs sigslot 331
> include " 5 i .
24 VemCapturer: :VemCapt : 1ipt vem_capturer.cc:5s ”
o oocng enCapturer: :VenCapturer{} : vem_(nullptr) {} et Crestetons e s o UL SRR 113 void AsyncUDPSocket::DnReadEvent (Socket* socket) { sigslot:signal_with_thread_policy<sigslotzmulti_thr...
Peers user@emscripten ~ | Call b . i - & g f wasm_webrtc.worker.js 114 RTC_DCHECK(socket_.get() cket); F
@ p » [y remote_bitrate_estimator bool VemCapturer::Init{size t width, vem_capturer.ce:70 oG ;’ 1 9 sigslot.h:566
[r © filey s igslot::signal_with_thread_policy<sigslot=multi_thr...
» I rtp_rtcp 0 (anonymous namespace):CapturerTrackSource:Crea... e e H‘j f‘:i:i":d?:::;;ﬁ’"‘?‘e addr; sigslot:signal_with_thread_policy<sigs! 05‘ Hs‘\‘::tlﬁ 5;0
» [y thind party size t capture device index) { conductor.cc:as | TR AT et ST STt gslot
- std: sunique ptreVideoCaptureModule::DeviceInfos device info( » B emsdk3.0/upstream 1A el s Ouke vy conk hrdile 12 affo e e be 8 0C (N /1 1we  Tompi; rte=SocketDispatcher::OnEvent(unsigned int, int)
v I video_capture VideoCaptureFactory: : CreateDeviceInfo()); Conductor::AddTracks() conductor.cc:477 197 IF Tlen < T { ) ) I socket. server.cc:842
v g wosm conductornitializePeerc . v W webrtc-wasm/src // An error here typically means we got an ICMP error in response to our physical_socket_server.cc.84
char device name[256]; onductor:initializePeerConnection() e Ny // send datagram, indicating the remote address was unreachable. ttesProcessEvents(rtc:Dispatcher, bool, bool, bool
i, device_info_wasm.cc char unique name[256]; conductor.cc:165 // When doing ICE, this kind of thing will often happen physical socket Server.cc1249
IEE) if (Bdevice info->DGetDeviceName(static cast<uint32 t>(capture device i Conductor:ConnectToPeer(int conductor.cc:451 » I oudio /4 TODO: Do something better like forwarding the error to the user. = = :
b Video_capture_wasm.cc - Jevice name, sizeof (device name, unique. (int) uetar.c > g call 124 SocketAddress lacal_addr = socket_-»GetlocalAddress(); rtc:PhysicalSocketServer:WaitSelect(int, bool)
 device_info_impl.cc sizeof (unique name)) '= 8) { non-virtual thunk to Conductor:ConnectToPeer(int) RTC_LOG(LS_INFO) << "AsyncUDPSocket[" << local addr.ToSensitiveString() physical_socket_server.cc:1357
device_info_implh Destray(); wasm_webrtc.wasm:0x4274f » [m common_audio << "] receive failed with error * << socket_->GetError(); - -
. Coi el return false; - . id return; rte:PhysicalSocketServer::Wait(int, bool)
-, video_capture.h ) MockWindow::ConnectToPeer(int) ~ main_wnd.cc71 B common_video 128 physical socket server.cc1183
& - » B logging/rtc_event_log
o video_capture_config.h 2 wvem = webrtc::VideoCaptureFactory: :Create{unique name); Wemcwrapper'“’"”“HUPE.ET['E?'55“ UDE’“?I’?,' 5 // TODO: Make sure that we got all of the packet rte:Thread:Get(rtc:Message®, int, bool)
7, video_capture_defines.h 13 if (tvem ) { webrte_wrapper.cc:11s * I media /7 If we did not, then we should resize our buffer to be large enough. thread.cc:546
. video_capture._factorycc 44 , return false; webrtc:webrtc_new_closure_impl:ClosureTask<We.. » Bm modules _“:‘ 519“3U*Eadpﬁd<?tl:’;:;éslt’::m- 5‘;‘;‘&;2::;;‘;3 ‘?\[kl:’:{ér:'c"?;f addr, rtc:Thread: ProcessMessages(int)  thread.cc:1182
N 2 d_task.h:32 zooit : i . B .
video_capture_factory.h 46 vem_->RegisterCaptureDataCallback(this); 0_queued_tas » [ outfwasm32 134} .
. . . . . rte:Thread:Run() thread.cc:899
T T : o ) _ rtc:Thread:zQueuedTaskHandlerzOnMessage(rtc:Me.. » p2p
. - - 18 device info->GetCapability(vem ->CurrentDeviceName(), 0, capability ); thread.cc:1041 136 void AsyncUDPSocket::OnWriteEvent(Socket* socket) { rtc:Thread::PreRun{void*) thread.cc:888
 video_capture_implh . . > mpc 137 SignalReadyToSend(this); ; .
A M capability .width = static casteint3Z t=(width); rtc:Thread:Dispatch(rtc:Message*)  thread.cc:710 > [ rtc_bare 1383 invokeEntryPoint wasm_webrtc js:2532
- - 7 capability . static_cast<int32 t>(height); rtc:Thread:ProcessMessagesiint) thread.cc:1184 - self.onmessage m brts k 140
> B out/wasm32 capability . static_cast<int32_t>(target_fps); - o & ¢ » W sc } /4 namespace rtc - Ll wasm_webrtc.worker.js:
> B P2p capability_.videoType = VideoType::kI420; rtc:Thread:Run() thread.cc:899 » B stats » XHR/fetch Breakpoints
> c if (vem_->5fartCapture(capability ) 1= @) { WebrtcWrapper::start() webrtc_wrapper.cc:97 > system_wrappers - » DOM Breakpoints
W - e F B system_wrapp " {} Line128,Column4 (provided via debug info by wasm webrtcwasm) Coverage: nfa .
» I rtc_base return fals: ustart() webrtc_wrapper.cc:163 . » Clnhal Lickanare
> W src ¥ sthread_func(void ) webrte_wrapper.cc:168 Console  Memory Inspector X
> I stats 60 RTC_CHECK(vcm ->CaptureStarted()); invokeEntryPoint wasm_webrtc.js:2532 I ©  ©wasm_webrtcw vy @ Filter Alllevels ¥ || 1Issue: B 1 o
» B system_wrappers , worker.
i tem_ wrapp 62 return true; self.onmessage wasm_webrtc.workerjsi140 [C/C++ DevTools Support (DWARF)] Loading debug symbols for http://localhost/webric-wasm/wasm webrtc.wasm (via http://localhost/webrtc-wasm/wasm webrtc.debug.wasm).. . -
> B test G
| e 63} Worker.postMessage (async) [C/C++ DevTools Support (DWARF)] Loaded debug symbols for http://localhost/webrtc-wasn/wasm webrtc.wasm, found 3876 source file(s)
» I third_part - S
= o & VemCapturer* VemCapturer::Create(size t width, worker.runPthread wasm_webrte.js:2655
> I video size t height, =
1ze_t worker.onmessage wasm_webrtc js:2432
» m wasm size_t target_fps, - . . .
68| 4 XHR/Fetch Breakpoints
R p— = [ Data receiving in network thread
4 b {} Line55, Columna (provided via debug info by wasm_webrtc.wasm) Coverage:nfa  » DOM Breakpoints -
i Console Memory Inspector x
o} © wasm_webrtew... ¥ | ©  Filter Alllevels ¥ || 1lssue: B 1 E ]
[C/C++ DevTools Support (DWARF)) Loading debug symbols for http://localhost/webrtc-wasm/wasm webrtc.wasm (via http://localhost/webrtc-wasm/wasm webrtc.debug.wasm). .. =
[C/C++ DevTools Support (DWARF)] Loaded debug symbols for http://localhost/webric-wasm/wasm webrtc.wasm, found 3876 source file(s) -
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® Conclusion

WebRTC is an excellent tool to build effective RTC apps on web.

WebRTC can not meet all needs of build leading edge apps.

WebRTC NV introduces more powerful standalone APIs and covers more RTC/media processing use cases.
Agora has delivered many interesting features (Al noise cancelation, Virtual Background, Spatial Audio,
Beauty effect, etc.) with WebRTC NV API, some of them has been integrated to “Agora Video Call” .
WebRTC-wasm is being developed by Agora WebRTC team, it combines the WebRTC pipeline/algorithms

and WebRTC NV APIs to provide better user experience.
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