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Abstract. Background: In the current Digital World, data is being
produced and consumed more than ever before in almost every sector of
life, resulting in data as one of the most valuable assets for any organi-
zation. Parallel to this growth in data production and consumption, new
rules, regulations, laws and legal boundaries are being defined by corre-
sponding authorities for data protection, controlled legal usage, sharing,
and trading.

Problem: This growth in data and corresponding legal documents and
laws about data usage demands new approaches and tools for automated
assessment and compliance checking of data-oriented operations espe-
cially when it comes to Al operations.

Solution: In EU funded project, ACCOMPLISH (Automated Assess-
ment and Certification Compliance of Organisations, Systems, Data and
AT Operations in a Human Understandable Context), we aim at devel-
oping a framework for automated assessment and certification of com-
pliance policy models for Data and Al Operations.

As initial results of the ongoing project (i.e. ACCOMPLISH), in this pa-
per we present a methodology to keep an eye on regular updates in legal
documents and laws with a comparative overview of various EU data and
AT regulations. We also present the domain-specific personas designed
and used for requirements gathering in four domains (i.e., Automotive,
Aviation, Energy and Robotics). Various use cases are presented from
these domains to check compliance against legislation, user-generated
regulations, digital products, Al operations, and organizational practices.
Finally, we also present the process of extracting and identifying require-
ments for compliance policy modelling and then to implement it by using
ODRL.
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1 Introduction

In the current Digital World, data is being produced and consumed more than
ever before. Parallel to this growth in data production and consumption, new
rules, regulations, laws and legal boundaries are being defined by corresponding
legal authorities and departments.

This growth in data and corresponding legal documents and laws about data
usage demands new technologies that can be used for encoding these legal laws
and regulations in a machine understandable format, such that process of com-
pliance assessment and checking of data and Al operations could be performed
in an automated way.

In EU funded project, ACCOMPLISH (Automated Assessment and Certi-
fication Compliance of Organizations, Systems, Data and AI Operations in a
Human Understandable Context), the task “ACCOMPLISH Multi-faceted and
Domain Extendable Compliance Policy Models Design” targets to address these
issues by developing Compliance Policy Models Repository that can be used for
automated compliance assessment and certifications of data and Al operations.

2 Related Work

As part of ACCOMPLISH project, policy modeling for automated compliance
assessment and certification needs to investigate the state of the art from several
perspectives such as legal, theoretical and technical. From technical perspec-
tives we have several candidate approaches that can be used for policy model-
ing such as Open Digital Rights Language (ODRL), Web Ontology Language
(OWL), Shapes Constraints Language (SHACL), and Semantic Web Rule Lan-
guage (SWRL). Among all, a technical and feasibility study in the ACCOM-
PLISH project resulted in the ODRL to be the best suitable choice for policy
modeling in the project perspective [7][12] [8]. ODRL provides a very compre-
hensive information model that can be used to model the policy flow in a very
comprehensive way. In addition to this several profiles of ODRL such as Data
Privacy Vocabulary (DPV) [6][11], Vocabulary for High Risk AI Systems [4],
and vocabulary do define Access Controls [1]. Additionally, AT Risk based On-
tology [3], [9] provides vocabulary that specifically focuses on modeling entities
of GDPR articles [2][10] , EU AI Acts [5][13] etc. ODRL, together with all these
profiles provides a very comprehensive set of vocabularies required to do policy
modeling for GDPR Articles, Data Acts, Al Acts and Data Governance Acts.

3 Regulatory Radar for Continuous Regulations
Monitoring

For ACCOMPLISH, scientific and technology radar activity is a continuous and
significant because it confirms that compliance requirements are not only ex-
panding, but are also being progressively reorganised to reduce overlaps, cumu-
lative obligations, and unnecessary complexity. The monitoring of the Digital
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Omnibus, therefore, reinforced the need for compliance approaches that remain
adaptable to regulatory consolidation processes and can reflect changes in the
interaction between horizontal digital regulations and sector-specific legal frame-
works. In parallel with the regulatory analysis, the radar includes a systematic
technology watch over scientific literature, industry reports, online sources, ex-
isting compliance tools, and related European initiatives. The objective is to
identify relevant technologies and trends and assess their alignment with AC-
COMPLISH’s objectives and intended solution space (as shown in Figure 2).
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Fig. 1. Compliance technologies solutions mapping within the technology radar activ-
ity.

4 Methodology for Synchronization Between
Requirements and Policy Models (MSRP)

As the name (i.e., Methodology for Synchronization Between Requirements and
Policy Models (MSRP)) suggests that MSRP starts with the selection of le-
gal articles, laws, regulations and acts that are related to data& Al Ops of Al
based systems. These selected legal articles and regulations are then used to
identify and extract compliance requirements creating the base for developing
policy models which ultimately are used for compliance assessment of data& Al
Ops in an automated way (as shown in the Figure 2). In Phase I Human-in-
the-Loop (HITL) approach is used in requirements gathering and policy model-
ing, therefore in this phase legal documents are selected on manual basis with
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common understanding of technical and legal experts based on mutual discus-
sion, importance and relevance of legal articles to the data&AI Ops. In Phase
II compliance requirements from selected legal articles are identified, extracted
and documented such that they can easily be used by technical team for policy
modeling purposes. One major issue faced during this phase was how to docu-
ment the identified compliance requirements such that they become clear, easy
to understand and properly structured in a way that they can easily be used by
technical experts for compliance policy modeling purposes. In Phase III, com-
pliance policy requirements are taken as input for phase III for policy modeling
purposes. Each requirement from the CPRT is translated to the corresponding
policy instruction encoded in ODRL as core information model and its various
profiles as suitable vocabulary containers.

Phase 1: Legal Article Selection ~ -->  Phase 2: Compliance Requirements Identification --> Phase 3: Compliance Policy Model Mapping
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Fig. 2. Different phases of Methodology for Synchronization Between Requirements and
Policy Models (MSRP).

5 Extendable Compliance Policy Models Repository
(ECPMR)

Extendable Compliance Policy Models Repository (ECPMR) is basically a cen-
tral compliance policies bank that is used to fuel the compliance assessment
process of the ACCOMPLISH framework. Main part of the ECPMR, are policy
models that are developed and injected into the repository for selected articles
and acts from GDPR, AI Acts, Data Acts and Data Governance Acts, based
on their relevance to data&AI Ops. Here, we use the term "extendable” with
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policy models because in ACCOMPLISH project we performed an extensive re-
view of EU regulations from different sectors to create policy models that can
be expanded with future needs as well as forth coming legal acts and regula-
tions, as the modeling process to be employed remains the same. Additionally,
as part of implementing the policy model in ODRL, compliance requirements
for every article and act (as discussed in the Section 4) are taken as input and
basic flow of the policy is encoded in ODRL information model. Each require-
ment (binary and non-binary) are taken one by one, corresponding best suitable
vocabulary is searched and investigated among existing profiles of ODRL, and
every requirement is mapped to suitable ODRL policy code (as shown in Figure

3).
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Fig. 3. Requirement to ODRL vocabulary mapping.

6 Conclusion and Future Work

In this paper we presented our regulatory radar for continuous regulations mon-
itoring. We also presented the Methodology for Synchronization Between Re-
quirements and Policy Models (MSRP) that can be used to extract compli-
ance requirements from legal documents. These requirements create the base for
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compliance policy modeling. We also presented the Fxtendable Compliance Pol-
icy Models Repository (ECPMR) that consist of read-to-use policy models with
Human-in-the-Loop (HITL) approach.

As part of future activities, we are working on several aspects: i) expanding
and updating the Extendable Compliance Policy Models Repository (ECPMR)
with new ready-to-use policy models as well as by updating existing policy mod-
els with new requirements, ii) standardizing, completing and publishing the AC-
COMPLISH ODRL profile documentation, iii) implementing the profile as OWL
ontology.
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